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Agenda

❑ Entra ID External Authentication Method(EAM) Integration

❑ Token Exchange (RFC 8693)

❑ Access LucidX



Entra ID EAM Integration
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External Authentication Method (EAM)

• The EAM allows user to select the external authentication provider for MFA.

• The first factor by Microsoft Entra ID. The second factor by external 

authentication provider 

• An EAM can satisfy MFA requirements from Conditional Access policies

• EAMs differ from federation; the user identity is originated and managed in 

Microsoft Entra ID.

• EAMs are implemented on top of Open ID Connect (OIDC)

• EAMs require at least a Microsoft Entra ID P1 license.
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Use Cases

Adam registers OAuth client application with NAM; and configures conditional access policy 
with external authentication method in Entra ID admin center to satisfy MFA by the external 
authentication provider NAM.

Maria accesses the application protected by Entra ID which requires MFA. The 1st  factor 
authentication by Entra ID and the 2nd factor by NAM configured as external authentication 
provider in Entra ID.

Entra ID tenant/NAM Administrator

Entra ID protected application user
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Architecture

OpenText Access Manager
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Architecture
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Configuring EAM Integration 

Step 1 Step 2 Step 3 Step 4

Prep

• Know the OIDC discovery 

metadata endpoints of 

both NAM and Entra ID

• NAM authorization 

endpoint

• NAM OAuth public 

certificate and Entra ID - 

JWKS URI endpoint

• Entra ID redirect URI

• Register Entra ID as OAuth 

Client application

• Configure Entra ID 

metadata and JWKS URI 

endpoints

• Configure id_token sub 

claim from id_token_hint

• Configure amr 

(authentication method 

reference) in contract

• Assign contract to the 

OAuth client application.

• Register an application with 

NAM’s authorization 

endpoint as redirect URI.

• Configure EAM with above 

registered app ID and AM’s 

client ID & discovery 

endpoint.

• Add permission of openid, 

profile & don’t publish any 

scopes as it is just for 

authentication

Verify 

• Verify the authentication.
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Reference Links

• Public preview: External authentication methods in Microsoft Entra 
ID

• External authentication provider with Entra ID

• Managing authentication methods for Entra ID

• Managing EAM in Entra ID

https://urldefense.com/v3/__https:/techcommunity.microsoft.com/t5/microsoft-entra-blog/public-preview-external-authentication-methods-in-microsoft/ba-p/4078808*:*:text=External*20authentication*20methods*20can*20be*20used*20to*20satisfy,part*20of*20the*20Entra*20ID*20authentication*20methods*20policy.__;I34lJSUlJSUlJSUlJSUlJQ!!Obbck6kTJA!aDW_jwai6UY-smN7RYPQLUrKZxb2Fij6n65MQ5kjBCTLYrNINrcMbx1T0v-chyyUB_pmvqF1wOTwBMXBfY-EVus$
https://urldefense.com/v3/__https:/techcommunity.microsoft.com/t5/microsoft-entra-blog/public-preview-external-authentication-methods-in-microsoft/ba-p/4078808*:*:text=External*20authentication*20methods*20can*20be*20used*20to*20satisfy,part*20of*20the*20Entra*20ID*20authentication*20methods*20policy.__;I34lJSUlJSUlJSUlJSUlJQ!!Obbck6kTJA!aDW_jwai6UY-smN7RYPQLUrKZxb2Fij6n65MQ5kjBCTLYrNINrcMbx1T0v-chyyUB_pmvqF1wOTwBMXBfY-EVus$
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-external-method-provider
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-methods-manage
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-external-method-manage


Token Exchange
RFC 8693
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Use Cases

✓ Trade one token for another

✓ Access to Heterogenous systems

       - principle of least privilege

          - cross domain

          - microservices

          - client is a RP or Gateway

          - impersonation/delegation
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Impersonation
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Impersonation Use Case

The help ticket gets assigned to Bob who needs to access the application as Alice to 
see the issue and resolve.

Bob

(Help desk)

Alice is facing issue with getting her email ID populated in the business application that 

prevents her from proceeding with a critical business operation. 

Alice 

(End user)
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Brokering



Access LucidX
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Problem Statement

Interconnectable features

Expanding feature capabilities

Larger turnaround time

Growing product integrations

Longer learning curve

Tracking intricacies
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Architecture

Model

Configuration and 

Recommendation 

Orchestrator

Data store RAG

LCNC Canvas 

extension

Access API 

extension

Search extension

Tools

Built on
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Scope

Model

Configuration and 

Recommendation 

Orchestrator

Data store RAG

LCNC Canvas 

extension

Access API 

extension

Search extension

Tools

Built on
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Demo
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Configure

Visualize

Manage 

Integrations 

ROI

Observe and 

troubleshoot

Builds Trust

Faster 

turnaround

Access 

assistant

P
U
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Access Lucid

“Make it simple, clear and then eXecute”
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