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What is ILM?
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Identity Lifecycle Management (ILM)

• Identity Manager as a service

• Multi‐tenant service

• Connected applications off‐cloud and on‐cloud



OpenText ©2023 All rights reserved 55

Architecture
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Graph Database  - User Object
• Create a node for and User Object with Label Object for ObjectType User which HAS_PROPERTY 

from all three classes User, EnterpriseUser, UserExt
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Cloud Bridge Architecture

• Secure communication to off‐cloud environment

• No firewall or networking changes needed

• Reliable and scalable

• Bi‐directional data flow
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Features

User Interface

• Modern User Interface

• Driver Management
• Policy Builder [25.3]
• Identity Management
• Schema Management
• 360°Identity View

Real‐Time Sync

• Near Real‐time Data 
synchronization between 
connected applications

• Attribute Authority
• Merge Authority

• Entitlements [25.2]

Multitenancy

• Multi‐Tenant Identity 
Lifecycle Management

• Engine
• SCIM Server
• Graph Database etc…
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Authorization
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Authorization
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Dynamic Fulfillment Policy

• It is a fulfillment policy based on the criteria defined in the fulfillment object

• Dynamic object membership changes will generate an event

• Membership changes will happen near real-time

• Entitlement assignments based on the membership changes
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Dynamic Fulfillment Policy

<nds dtdversion="4.0" ndsversion="8.x">

<source>

<product edition="Advanced" version="4.8.4.0">DirXML</product>

<contact>NetIQ Corporation</contact>

</source>

<input>

<modify cached-time="20241202055108.894Z" class-name="GROUP" src-dn="" src-entry-id="870001“ event-id="9919e5af-4843-491e-8343-9a993e497199" 
tenant_id="2e71bdc3-1a09-48cc-ba66-a53a5720374b"  tenant_name="THOR" correlation_id="82E121CF-DCA4-488B-9304-2934291A74D7">

<association />

<modify-attr attr-name="urn:ietf:params:scim:schemas:core:2.0:Group:members.$ref">

<add-value> <value timestamp="1733118668.8952086" type="dn" resource_type="User">data\users\pnaga </value> </add-value>

</modify-attr>

</modify>   

</input>

</nds>
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Dynamic Fulfillment Policy - Entitlements
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Dynamic Fulfillment Policy ‐ Entitlements
<nds dtdversion="4.0" ndsversion="8.x">       

<source>

<product edition="Advanced" version="4.8.4.0">DirXML</product>

<contact>NetIQ Corporation</contact>

</source>

<input>

<modify cached-time="20250219111440.869Z" class-name="USER" correlation_id="D3598629-3703-40AF-AA92-F6C30CCD4E1C" event-id="89ed5b50-e65e-4e26-87f9-
ef39751afc85" src-dn="" src-entry-id="4140001" tenant_id="896abb9f-230b-4233-a0d8-c515614f2f47" tenant_name="THOR">      <association/>

<modify-attr attr-name="urn:ietf:params:scim:schemas:ilm:static:1.0:User:dirXMLEntitlementRef">

<add-value> 

<value timestamp="1739963680.8695624" type="structured">
<component name="groupDN">data\groups\DFP</component>
<component name="namespace">1</component>

<component name="dn">cn=UserAccount,cn=Active Directory Driver_entitlements,cn=ILMConfiguration,o=system</component>
<component name="value">['CB.lab']</component>
<component name="$ref">/v2/ilm/ds/Entitlements/1440001</component>

</value>      

</add-value>

</modify-attr>

</modify>  </input> </nds>
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Logging

• Live Traces

• Download Log files
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Remote Loader
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Identity Lifecycle Manager (ILM) – IAM 
Services Integrations
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Identity Lifecycle Manager (ILM) - Integrations

• Advanced Authentication (AA)

• Cloud Bridge

• Governance (IG)

• Common Credential Store

• Password Management (PWM)

• Identity Intelligence (IDI)

• Common Authentication (AuthN)

• Identity Manager
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Identity Lifecycle Manager (ILM) - Integrations
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Advanced Authentication Integration
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Advanced Authentication Integration

• OOTB integration with AA using the SCIM driver as a Service Driver
• Identities from ILM will get Synchronized to AA SCIM Repo
• Per Tenant we will have a separate SCIM repo in the AA Tenant
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Identity Manager Integration



OpenText ©2023 All rights reserved 2424

Identity Manager Integration
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Identity Manager Integration Driver
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Schema Migration Utility

• Automated utility 

• Converts existing IDM schema into ILM schema

Note: Need to run in IDM environment
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Drivers
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Drivers

• All the Identity Manager Drivers are supported
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How to Migrate?
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Migration

Migration of existing IDM 
Customers to ILM.

• Export Configuration
• Import configuration to ILM
• Onboard Identities through cloud bridge
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IDM configuration migrating to ILM
• Customers with a seamless transition and 

migration to managed ILM service

• Create the custom schema in ILM [i.e., User/Group 
custom attributes or custom resource]

• Make sure all the existing NCP Schema or Schema 
attributes should be mapped with SCIM schema or 
Schema attributes.

• Export driver set as an XML.

• Import the driver set XML into ILM using the 
import option in the ILM user interface.

• Change the required driver configuration [Like 
Remote Loader configuration]

• Enable the driver(s) and start driver(s).

• Once all the drivers are up and running, we can 
verify the functionalities. 
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Driver Migration changes
• Active Directory

• useCloudBridge

• Remote Loader Configuration: Agent, Datacenter connection 
Id, Host & Port

• Oracle Internet Directory(LDAP)

• useCloudBridge

• Remote Loader Configuration: Agent, Datacenter connection 
Id, Host & Port

• Delimited Text Driver(DTD)

• useCloudBridge

• Remote Loader Configuration: Agent, Datacenter connection 
Id, Host & Port
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Driver packages Migration?
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Package Migration Tool

• Converts existing Identity Manager packages to Identity 
Lifecycle Manager (ILM) packages.
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Identity Governance Integration
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Identity Governance Integration - Current
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Identity Governance Integration
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Identity Governance Integration - Future
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Driver Package Management
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Driver Package Management
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Driver Package Management
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What's Next?

Policy Builder

Policy Library

Common Workflow Service

Risk Service
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Q&A




