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What is ILM? *
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Identity Lifecycle Management (ILM)

* |dentity Manager as a service

CREATE

*  Multi-tenant service

* Connected applications off-cloud and on-cloud
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Graph Database - User Object

* Create a node for and User Object with Label Object for ObjectType User which HAS_PROPERTY
from all three classes
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Cloud Bridge Architecture

* Secure communication to off-cloud environment
* No firewall or networking changes needed
* Reliable and scalable

* Bi-directional data flow

Ee
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Architecture
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Features

User Interface

*  Modern User Interface

*  Driver Management
*  Policy Builder [25.3]
* |dentity Management
* Schema Management
* 360° Identity View

opentext"
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Real-Time Sync

Multitenancy

Near Real-time Data
synchronization between
connected applications

* Attribute Authority

* Merge Authority
Entitlements [25.2]

Multi-Tenant Identity
Lifecycle Management

Engine
SCIM Server
Graph Database etc...
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Authorization
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Authorization
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Dynamic Fulfillment Policy

* ltis a fulfillment policy based on the criteria defined in the fulfillment object
* Dynamic object membership changes will generate an event
* Membership changes will happen near real-time

* Entitlement assignments based on the membership changes
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Dynamic Fulfillment Policy

<nds dtdversion="4.0" ndsversion="8.x">
<source>
<product edition="Advanced" version="4.8.4.0">DirXML</product>
<contact>NetlQ Corporation</contact>
</source>
<input>

<modify cached-time="20241202055108.894Z" class-name="GROUP" src-dn="" src-entry-id="870001* event-id="9919e5af-4843-491e-8343-9a993e497199"
tenant_id="2e71bdc3-1a09-48cc-ba66-a53a5720374b" tenant_name="THOR" correlation_id="82E121CF-DCA4-488B-9304-2934291A74D7">

<association />
<modify-attr attr-name="urn:ietf:params:scim:schemas:core:2.0:Group:members.$ref">
<add-value> <value timestamp="1733118668.8952086" type="dn" resource_type="User">data\users\pnaga </value> </add-value>
</modify-attr>
</modify>
</input>

</nds>
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Dynamic Fulfillment Policy - Entitlements

opentext” | Core Identity Lifecycle Manager CE 25.2
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Dynamic Fulfillment Policy - Entitlements

<nds dtdversion="4.0" ndsversion="8.x">
<source>
<product edition="Advanced" version="4.8.4.0">DirXML</product>
<contact>NetlQ Corporation</contact>
</source>

<input>
<modify cached-time="20250219111440.869Z" class-name="USER" correlation_id="D3598629-3703-40AF-AA92-F6C30CCD4E1C" event-id="89ed5b50-e65e-4€26-879-
ef39751afc85" src-dn="" src-entry-id="4140001" tenant_id="896abb9f-230b-4233-a0d8-c515614f2f47" tenant_name="THOR">  <association/>

<modify-attr attr-name="urn:ietf:params:scim:schemas:ilm:static:1.0:User:dirXMLEntitlementRef">

<add-value>

<value timestamp="1739963680.8695624" type="structured">
<component name="groupDN">data\groups\DFP</component>

<component name="namespace">1</component>
<component name="dn">cn=UserAccount,cn=Active Directory Driver_entitlements,cn=ILMConfiguration,o=system</component>

<component name="value">['CB.lab'|</component>
<component name="$ref">/v2/ilm/ds/Entitlements/1440001</component>

</value>
</add-value>
</modify-attr>

</modify> </input> </nds>
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Logging

e Live Traces

* Download Log files

opentext"

[ Delimited Text Driver

)

Last 10 seconds v @ C) E' i All dates and times are in UTC.
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<output-ext display-name="Output File Extension:">.csv</output-ext>

<addoutputHeader display-name="Add Header to output file:">no</
addoutputHeader>

<output-char-encoding display-name="Destination File Character Encoding
(leave blank for default):"></output-char-encoding>

<transactions-per-file display-name="Maximum Number of Transactions per
output File:">2@0</transactions-per-file>

<file-time-out display-name="Maximum Time in Seconds before Flushing All
Transactions:">30¢/file-time-out>

<allowbuplicates display-name="Allow Duplicate Records:">no</allowDuplicates>

<time-of-day display-name="Time of Day (Local Time) to Flush All
Transactions:"></time-of-day>
</subscriber-options>
</init-params>
</input>
</nds>
[02/27/25 13:40:12,451] :EngineTrace_Delimited Text_Driver ST:null - SubscriptionShim.
init() returned:
[02/27/25 13:40:12.457]:EngineTrace_Delimited_Text_Driver ST:null -
<nds dtdversion="4.0" ndsversion="8.x">
<output>
<status level="success"/>
</output>
</nds>
[02/27/25 13:40:12.458] :EngineTrace Delimited Text Driver ST:null - Caching shim
related objects into cache for subscriber channel after subscriber init

X

opentext’ | Iidentity Lifecycle Manager

(%) Logs Explorer | 1\

Engine
v Drivers 4
ILMSCIMBASE

() Delimited Text Driver

MDAD1004

Active Directory Driver new
ILM SCIM
Package Deployment Tool
Identity Rest Service

DxEvent

Remote Loader

OpenText ©2023 All rights reserved

'S

hd,



" © Coud x

Cloud

Remote Loader

Cone v Cornetes Sywmee

@ servicenow

Anure AD

L] OpenText Cloud

Il Policy Engine

Y
v
;."\904] SCIM Server < » Event Management |« > Engine [Remote Romoto L ondor 'I
— L%?:J;';fggge : Service [REST Service,
L2 Interface, Callback] Interface] | Now )

—
[g' oo o
Cloud Bridge Client M _— ) C—|

Cloud Bridge EFS File System

Confluent Kafka
>

4i'Remote Loader % -f Cloud Bridge Agent ] T

/ 7 Active -
Server |Directory | 2

Active Directory Driver M

Cloud Bridge

opentextWI OpenText ©2023 All rights reserved 17



Identity Lifecycle Manager (ILM) - IAM
Services Integrations
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Identity Lifecycle Manager (ILM) - Integrations

* Advanced Authentication (AA)

* C(Cloud Bridge

* Governance (IG)

* Common Credential Store

* Password Management (PWM)

* I|dentity Intelligence (IDI)

* Common Authentication (AuthN)

* |dentity Manager

opentext"
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Identity Lifecycle Manager (ILM) - Integrations
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Advanced Authentication Integration
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Advanced Authentication Integration

* OQTB integration with AA using the SCIM driver as a Service Driver
* |dentities from ILM will get Synchronized to AA SCIM Repo
* Per Tenant we will have a separate SCIM repo in the AA Tenant
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Identity Manager Integration®
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Identity Manager Integration
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Identity Manager Integration Driver

Drivers Q Search Drivers » X

B3 LoopBack - LoopBack Service

B3 Manual Task - Manual Task Service
B3 Null - Null

f] Scripting - Scripting Service

der - WorkOrder Service
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Schema Migration Utility

* Automated utility

* Converts existing IDM schema into ILM schema

Note: Need to run in IDM environment

opentext"
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Drivers .
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Drivers

Drivers Q_ Search Drivers % %

* All the Identity Manager Drivers are supported
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How to Migrate?
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Migration

* Export Configuration

igurati Migration of existing IDM
* Import configuration to ILM
* Onboard Identities through cloud bridge Customers to ILM.

'Y

Identity Manager Identity Lifecycle Manager
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IDM configuration migrating to ILM

Customers with a seamless transition and
migration to managed ILM service

Create the custom schema in ILM [i.e., User/Group
custom attributes or custom resource]

Make sure all the existing NCP Schema or Schema
attributes should be mapped with SCIM schema or
Schema attributes.

Export driver set as an XML.

Import the driver set XML into ILM using the
import option in the ILM user interface.

Change the required driver configuration [Like
Remote Loader configuration]

Enable the driver(s) and start driver(s).

Once all the drivers are up and running, we can
verify the functionalities.

opentext"
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Driver Migration changes

* Active Directory
« useCloudBridge

« Remote Loader Configuration: Agent, Datacenter connection
Id, Host & Port

* Oracle Internet Directory(LDAP)

Old way e iy

« useCloudBridge

« Remote Loader Configuration: Agent, Datacenter connection
Id, Host & Port

* Delimited Text Driver(DTD)
« useCloudBridge

« Remote Loader Configuration: Agent, Datacenter connection
Id, Host & Port

opentext " OpenText ©2023 All rights reserved



Driver packages Migration? *
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Package Migration Tool

* Converts existing Identity Manager packages to Identity

Lifecycle Manager (ILM) packages.

opentext"

IDM Package Conversion Tool

The tool is to generate Driver packages for Identity Lifecycle Manager (ILM) from existing Identity
Manager packages (IDM).

The tool handle following cases:

oo s N =

10.
11.

Rename Driver Packages specific to ILM.
Change Package Short name to ILM specific.
Update the version of packages to 1.0.0 since it is initial release.
Update package unique identifier.
Update package vendor name to “OpenText”.
Removes prompt which are applicable to ILM.
a. CPRS and Entitlement.
b. Designer upgrade.
c. Driverupgrade.
d. Notification.
Update packages resources to align with package short name.
Reformat Remote Loader Prompts in accordance with ILM.
a. Remote Loader parameters
b. Cloud Bridge parameters.
Update attributes in packages to ILM Specific.
a. User
b. Group
c. Custom Resources
Update Plugin and manifest version.
Data Collection, A t Tracking, Entitlements, Managed System Gateway
Information p arenot ted for 1.0.

PP

How to generate Identity Lifecycle Manager packages?

1. Get the latest IDM Drivers package version. (For all driver packages that need to be updated).

2. Place all the packages in a folder.

Example: C:\Users\Documents\Developer files\Package Changes for ILM\Package Changes for
ILM\IDM Packages

3. Run seript.py using any of the editor. (Visual studio, PyCharm, command prompt etc.,) Please refer
to readme for more details.
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Identity Governance Integration
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Identity Governance Integration - Current

/7 "\l
Collect Identities SCIM
| Collector
IiLM
IG
A
fulfill Identity changes SCIM fulfiller

N\ J
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Identity Governance Integration

opentext"

connector?

Authentication Method

Base URL

Access Token Endpoint

Test Connection Web
Service Path

Grant Type

Username

Password

Client ID

Client Secret

Content Type

Server Certificate

Batch Size Limit

Batch Collection
Session Timeout Value

Generate Bearer Token v

hitps:/filmig.iga.or.cyberresdev.com/iv2/iim/ds

https:/filmig.or.cyberresdev.comiosp/alLMIG/auth/oauthz

sers

Password Flow ~

neeraj

9YZL4sOmDLMZiEkaSresHKQphFLZA_nmo&olRLOJINIE

application/scim+json

MIFOTCCBN2gAWIBAQIQDI9TWARINFZZNUZL2|pBKDA  Load certificate

999

60

Test connection
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Identity Governance Integration - Future

Identity Lifecycle Remote Loader

«— > = « > i
Manager Service Identity Governance
SCIM Driver SCM
Server

Neodj
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Driver Package Management®
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Driver Package Management
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Driver Package Management

opentext | Identity Lifecycle Manager

[ ] Packages(®) CVvY Ny i £
Q Search

No Packages Found

opentext"

¢t Package Channel List X

Package Channels

+

Name
novell
novell

|| et

Save Cancel

Channel Type *

HTTPS
GIT

Channel Name *

Git

| ] Enable
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What's Next?

Policy Builder

s POlicy Library

e Common Workflow Service

= Risk Service

opentext"
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Q&A
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