
Best practices for IDM driver 
development at the municipality of 
Bærum (Norway)



Who are we?

The municipality of Bærum is the 5th largest municipality in Norway 
with about 130’ inhabitants
It has the highest average income per inhabitant
We rank 2nd in business and employment and 3rd in competency and 
economy
We employ about 12’ employees, of which 35 work in IT operations



Who are we?

Novell/NetIQ customer for decades (mid 90s?)
Novell NetWare
Novell Open Enterprise Server
Novell GroupWise
Novell ZENworks for Desktops and Linux Management
Novell Storage Manager
Novell/NetIQ Identity Manager
Novell/NetIQAccess Manager
NetIQ Identity Governance



Our current IDM setup

The following objects are stored under the o=Meta container:
Organizational units
Positions are imported as hrPosition objects
Students and employees are imported as Person objects

A Business Logic driver reads data on the Person objects to:
Define a username and e‐mail address
Decode the position data
Etc.



Our current IDM setup

Object Creator drivers examines the newly created/updated object to 
determine if an object on theActive side should be created, updated
or deleted
If an object has been created/updated, Business Logic drivers make 
additional changes on theUser account object
Adds default roles based on department
Adds FEIDE attributes (teachers and most students)



Our current IDM setup



Our current IDM setup

This setup gives us some challenges:
The Person objects are User objects that could be used to login
…and have attributes that can be problematic in complying with
GDPR
Since employees can migrate between not needing a user account
and needing one, we do need to represent them in the ID vault
We also have Aux classes added to driver and role objects, which
isn’t supported by NetIQ



Where we want to be

To reduce the attack surface and at the same time enhance our
capabilities, we wish to create a new class for the Meta objects that
will be used for «shadow» objects
Shadow objects will represent org. units, Persons, drivers, roles and 
possibly also resources and groups
Each object will use the same base class and will have multiple 
auxiliary classes to store information (person, employee, student, 
license information, role approval information, etc.)



General driver design principles
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General driver design principles

The following principles represent our best practice for driver 
development:
Source drivers store raw data from the source system
Business Logic drivers process the raw data and store the
transformed values in new attributes
Destination drivers read the transformed data and send it to the
destination systems
Only one driver should ever write to an attribute



General driver design principles

Our reasoning for this is:
Since no data transformation occurs during import or export, the
processing from/to source/destination systems go quicker
We can create Business Logic drivers for a small number of
attributes, giving us more speed and easier troubleshooting
Business Logic drivers create the «one truth» that is sent to 
destination systems
Since we store the raw data as well as the transformed data, we
can also see at a glance where an error in the data occured



Source driver dataflow

Data from the source system is written to an auxiliary attribute class
only used by that system:

SISSystem2SISSystem1HRSystem1

fSrcSIS2GivenNamefSrcSIS1GivenNamefSrcHR1GivenName

fSrcSIS2SurnamefSrcSIS1SurnamefSrcHR1Surname

fSrcSIS2NINfSrcSIS1NINfSrcHR1NIN

fSrcSIS2GenderfSrcSIS1GenderfSrcHR1Gender

fSrcSIS2DepartmentfSrcSIS1DepartmentfSrcHR1Department

fSrcSIS2PrivateEMailAddressfSrcSIS1PrivateEMailAddressfSrcHR1PrivateEMailAddress

fSrcSIS2PrivateMobilefSrcSIS1PrivateMobilefSrcHR1PrivateMobile



Source driver dataflow

A Business Logic Driver looks at values from all source systems, then
determine which value to set as the «one truth» based on simple 
weighing rules::

Third prioritySecond priorityFirst priorityDest. attribute

fSrcSIS2GivenNamefSrcSIS1GivenNamefSrcHR1GivenNameGiven Name

fSrcSIS2SurnamefSrcSIS1SurnamefSrcHR1SurnameSurname

fSrcSIS2NINfSrcSIS1NINfSrcHR1NINfPersonNIN

fSrcSIS2PrivateEMailAddressfSrcSIS1PrivateEMailAddressfSrcHR1PrivateEMailAddresshomeEMailAddress

fSrcSIS2PrivateMobilefSrcSIS1PrivateMobilefSrcHR1PrivateMobilehomeMobile

fSrcHR1PrivateAddresshomeAddress

fSrcSIS2ClassNamefSrcSIS1ClassNamefStudentClassName



Principles for using configuration values

There are several ways to configure a driver:
By definingGlobal ConfigurationValues
By using MappingTables
By using eDirectory objects



Principles for using configuration values

We prefer to store driver configuration in Global Configuration Values 
(GCVs) because:
Many variable types are available for GCVs (string, integer, 
enumeration, list, etc.). By writing a good description, a descriptive 
help text and using the right GCV type makes it easier for the 
operator to correctly configure the driver
It is possible to group GCVs so that one GCV is displayed only if 
another GCV is set to a certain value



Principles for using configuration values

If we use structured GCVs, it is possible to design a very complex 
configuration. We can even design nested structured GCVs – with 
groups

Mapping tables – which could be an alternative ‐were actually 
designed to hold massive amounts of data (dozens of megabytes) –
far too much for configuration data



Driver configuration

Example of a nestedGCV:
The Object Creator driver createsOrganizational Unit, User and 
Group objects based on configuration
All object types share some of the same configuration values –
naming attribute, naming pattern, etc.
Since we don’t want to process the whole nestedGCV every time, 
we write a startup policy that stores a condensed version of the
configuration in a driver wide variable



Driver configuration



Driver configuration



Driver configuration



Policy development

A policy can manage a single object class or multiple object classes. 
What is chosen is not important as long as you implement proper 
scoping:
The operation type
The object class
The attribute value(s)



Principles for coding rules

The first thing you should do when you create a new rule is describe 
it:



Principles for coding rules

The fields should be used as follows:
UsageField name
A descriptive name for the rule, e.g. Rule to set default attribute values1Name

A description of what the rule does + a short description of changes done since
the rule was created.

Description

The name of the developer that created the ruleAuthor
The current version number of the rule3Version
The date that the rule was last changedLast Changed

1 It is recommended to use a naming standard for the name as this makes it easier to see when a BK employee wrote the rule
2The change log should include the date, developers name and short description of what was done
3 For each change, add 0.1 to the current number



Principles for coding rules

The reason we use comments for each rule is much the same as for 
the driver:
Although the code + driver trace will tell us how a rule works, it 
won’t tell you anything about why it was written the way it is. The 
only person who can tell you that is the driver designer
To allow developers that come after to get advice on how best to 
make changes to the rule, the driver designer writes his/her name 
in the rule description



Principles for coding rules

Each rule should contain a (short) change log that allow developers 
to see which change was made, which date the change was done 
and who the developer was
In case a rule used in multiple drivers has a bug, we must be able to 
see who wrote it so that that person can tell the developer where 
else it should be changed



Principles for coding rules

• Since Designer has problems rendering large rules, try to use the
following principles when writing rules:
• If at all possible, keep the length of the rule to a page

• Also remember that the description of the rule counts towards the size



Principles for coding rules

Using theVeto token has some shortcomings:
While it is possible to specify a message when issuing a Veto, you
can only see it in a trace level 3
It is not possible to specify a message when using «Veto if
operational attribute not available», however

To get around this, we simulate a Veto by issuing a Status message + 
Strip operation. This allows us to trap the error



Principles for writing driver code

To ensure that the driver works as intended, the driver code should 
only process changes:
When required objects are present
When the object has required attributes
When the attribute value has an allowed/expected value
When the driver encounters a situation that does not conform to 
the above, the transaction should be reported and then discarded.



Principles for writing driver code

Note:
Code to ensure this should be as simple as possible
To re‐process the transaction at a later date, the trigger attribute 
should be used.



Principles for writing driver code

Some drivers have been designed in a way that makes them run fine 
on an IDM engine server, but not in a Remote Loader configuration. 
Since the general recommendation from NetIQ is to always run 
drivers in a Remote Loader configuration, weALWAYS* test that this
works as the final step in driver development

• Drivers in a Remote Loader configuration perform commands on the Subscriber channel on the IDM engine server and commands on the Publisher
channel on the Remote Loader side. As such, there is no point in testing Null drivers in a Remote Loader configuration.

• Starting with NetIQ Identity Manager 4.8, Loopback drivers are no longer supported in a Remote Loader configuration.



Principles for use ofWorkOrder objects

At first glance, WorkOrder objects seems like a great idea:
They allow a task to be performed at a specified time – with no 
human intervention!



Principles for use ofWorkOrder objects

There are, however some drawbacks:
The task may not be performed if the object it should process has been moved

The task may be performed incorrectly if information stored on the WorkOrder
object has been updated elsewhere

An object can end up with dozens of future tasks assigned

The tasks defined in WorkOrder objects are usually «invisible» to Helpdesk 
personell



Principles for use ofWorkOrder objects

• To fix some of these problems, use the following guidelines:
• You should only useWorkOrder objects when:

• It is not feasible to define a Job to do the same task

• As a rule, the task should be performed a maximum of 14 days from now (and 

absolutely NEVER more than 4 months from now)



Principles for use ofWorkOrder objects

The WorkOrder object should contain only the minimum amount of information 
to perform the task, e.g.:

The task to be performed

The time and date when the task should be performed

The DN of the object that should be processed1

The immutable ID of the object that should be processed2

1 If the object has not been moved since theWorkOrder object was created, using the DN is the fastest way to execute the task
2 If the object has beenmoved since theWorkOrder object was created, the immutable ID will help us refind the object



Principles for using Jobs

• Any attribute change that trigger other updates could go wrong. To 
allow an operator to fix these situations, jobs should be created that
re‐process value updates

• Jobs should also be created to handle periodic events, e.g. 
employees leaving the company

• Jobs should always be used for events far into the future



Principles for managing objects

• Since the object creation time will change every time the object is 
moved in the directory tree, all objects should be timestamped with
the time it was originally created

• It is also a good idea if each driver that creates a new object should
adds a «source» value (e.g. Tieto HR system) that indicates which
component created it



Principles for managing objects

• All drivers should update the object it modifies with a timestamp
• A timestamp that tells operators when the driver last updated the object in the

application

• A timestamp that tells operators when the driver last updated the object in the
ID vault



Principles for managing objects

• An IDM system can contain many drivers/connectors/integration, 
which can make troubleshooting incorrect values very difficult. But
there are a few things we should do that will make it easier:
• ALWAYS associate the object with the driver

It is much easier to know which log files you need to look at if you know which
drivers the object has a connection to



Principles for managing objects

• ALWAYS add attributes processed by the driver in the driver filter
When you are trying to find which drivers update a specific attribute, it is 
helpful to search for the attribute in the driver filters. But when a source object
is updated – or an object is updated directly, attributes don’t pass through the
filter. So it is possible to forget to add the attribute to the filter since the driver 
works without doing so. But to aid troubleshooting, this should always be done



Principles for managing objects

• ALWAYS add attributes to the SchemaMapping
If an attribute isn’t in the SchemaMapping policy, it will pass through the driver 
with no changes. This means that you don’t have to add all of the attributes in 
the SchemaMapping policies, but to aid troubleshooting you really should. The 
reason is that by adding the attribute you are telling troubleshooters that the
driver is processing a certain attribute (which might not show up except in a 
driver trace)



Driver design principles

During development, design choices should be well documented
Doing this will let other developers know what methods were tested
to solve challenges and why they were rejected



Driver design principles

• Before the driver is deployed in 
production, it must be described:
• Who wrote the driver

• When it was set into production

• What the source and destination systems 

are

• A description of what the driver does



Shadow objects

• Shadow objects are required for a variety of reasons:
• You cannot reuse usernames

• Example:

If an application ties log entries to a username, all log entries belonging to a former 

employee will automatically be assigned to the new employee if they have the

same username



Shadow objects

• You need to preserve user information in case an employee is rehired

• Example: 

If an employee leaves, no employee should get the former employee’s e‐mail 

address with 6 months after he/she left to ensure there is no confusion

If an employee is rehired, the employee’s original user ID in Workplace from 

Facebook must be connected to the new user account



Shadow objects

• You need to add information to an object class where class modifications are
not supported

• Example:

You want to add license cost information to a role or a driver



Attributes defined per driver

ErrorsFrom <DriverName>
This attribute stores error messages seen by the driver related to the
object
LastUpdatedInIDVBy<DriverName>
This attribute stores the date and time the source driver updated the
object in the ID vault
LastUpdatedInAppBy<DriverName>
This attribute stores the date and time the destination driver 
updated the object in the application



Attributes defined per driver

IsDisabledIn<DriverName>
This attribute is used to stop a destination driver from updating an 
object in the application
OverrideIn<DriverName>
This attribute is used to stop a source driver from updating an object
in the ID vault
ImmutableIDFor<DriverName>
This attribute stores the immutable ID for the object in the
application



Attributes defined per driver

TriggerAttributeFor<DriverName>
This attribute is used to fix problems on the object



How do we fix out of sync values?

Option #1
You can set the value manually in the destination system
This works fine if you are talking about a few users but it’s not 
scalable
Option #2
You can set the value to the value in the destination system in the ID 
vault, then set the value to the correct value again
This is can cause an update storm in multiple systems



How do we fix out of sync values?

Option #3:
You can sync all values in the ID vault and the destination system by 
setting a trigger attribute that affects a single driver



Trigger attribue ‐ bonus feature

Occasionally, an object will get an invalid attribute value. There can
be a number of ways this can happen:
Source system administrators change their registration procedures
A driver updates an attribute based on incomplete data
A human operator makes a mistake

To detect this, we have made a Data Checking Driver. And when it 
finds a problem, it sets the correct trigger attribute to fix it



Trace level usage

We tend to use the following trace levels:
Level 0
Success/fail messages
Level 3
Result values
Level 10
Variable contents, ECMAscript variable values, XSLT messages



Error handling challenges

Issue #1
To see driver errors, you have to look in the trace log
Issue #2
When using a Veto token, you don’t necessarily see why the
operation wasVeto’ed
Issue 3#
This article describes how to trap errors and notify by e‐mail:
https://ldapwiki.com/wiki/Wiki.jsp?page=Detect%20Status%20message%20and%20Send%20Email

Warning: Operators could get swamped...



Error handling improvements

To fix this problem, we are implementing the following:
An ErrorTrapping Package that will be installed in every driver. This 
package will trap errors, log them to file and can even forward 
them to an Error Logging Driver
The Error Logging Driver will filter out errors that can be ignored, 
accumulate errors to avoid operators getting swamped, forward 
errors according to system, type, time of day, etc.



Error handling improvements

Driver 1

Error
logging 
driver

ELP

Driver 2
ELP

Driver 3
ELP

ELP = Error Logging Package

15:18:03 ‐ 26.05.2020 – Employee with
shortname RESTI has no valid location 
set
15:18:04 ‐ 26.05.2020 – Employee with
shortnameTAPPA has no valid location 
set
15:18:05 ‐ 26.05.2020 – Employee with
shortname DAKVE has been imported

Errors seen 26.05.2020:
Driver:            OCS v4
Type of error: No valid location set

15:18:03 ‐ 26.05.2020 – Employee with
shortname RESTI has no valid location set
15:18:04 ‐ 26.05.2020 – Employee with
shortnameTAPPA has no valid location set

E‐mail

Log file



E‐mail issues

Issue #1:
You have to define one token per value you wish to include in the
subject or message body
Issue #2:
The value for every token used in the template must be separately
assigned/coded
Issue #3:
If a token is deleted/not defined or doesn’t have a value, there will be 
an empty space in the subject/message body



E‐mail issues

The problem(s)



E‐mail improvements #1

Our solution uses two templates instead of one:
The first template contains the subject and message of the e‐mail 
(but has no tokens defined)
The second template is almost empty (and has two tokens defined
– subject and message)

To send an e‐mail, our code first replaces values in the first template
with an attribute ([[Given Name]]), GCV ({{idv.dit.users.data}}), 
Operation Property, variable or regular expression



E‐mail improvements #1

Once the value replacement is complete, the second template is 
used to send the e‐mail, using only the subject and message tokens



E‐mail improvements #1



E‐mail improvements #2

To further improve upon this setup, we created an advanced version
where an e‐mail was put together from mapping tables based on
attribute values:


